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• Being Human in the Age of AI
• Framework for Trustworthy AI
• Examples and Applications
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Center for Responsible AI

*Center for Responsible AI
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https://centerforresponsible.ai/
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Responsible AI Landscape
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8 AI Existential Risks
• According to Dan Hendricks and Mantas Mazeika, there are 8 risks with destructive potential 

that can compromizie the very survival of the human species:

Across social media and 

all media panorama, AI 

can spread falsehoods 

and fake news. 

Misinformation

Using AI systems and

applications as weapons. 

Gaza and Ukraine are 

recent examples. 

Military 
Applications

Epistemic 
Degradation

AI can create its own

objectives, contrary to 

those defined by its

human makers.

Own Agenda

Who controls AI the

better has more power

to guide and shape the

future.

Power Circles

AI can strategically use 

fraud, creating entropy

and desorganization in 

society.

Fraud

Delegating responsability

and power in AI systems

can lower self-esteem, 

increase isolation, and

weaken interest in 

community affairs.

Alienation

Power Search

AI may result in cognitive 

impairment of 

individuals, gaining 

attention span and 

creating addition.

AI can go rogue if

Superintelligence is

achieved, dominating our

species.

Hendrycks and Mazeika, “X-Risk Analysis for AI Research”, 2022
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AI and Society: Books
• Hannah Fry, Hello World: How to be Human in the Age of the Machine.
• Pedro Domingos, The Master Algorithm.
• Joy Buolawini, Unmasking. AI: My mission to protect what is human in a world of machines.
• Cathy O’Neil, Weapons of Math Destruction
• Kai-Fu Lee & Chen Qiufan, AI 2041
• Meredith Broussard, Artificial Unintelligence
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https://e-edu.nbu.bg/pluginfile.php/993798/mod_resource/content/1/Hannah_Fry%20-%20HELLO%20WORLD%20-%20How%20algorithms%20will%20decide%20our%20future%202018.pdf


AI and Society: Movies
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AI and Society: Movies

45 Graus: https://45graus.parafuso.net/tag/inteligencia-artificial/
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Daring to Recode AI
Who, When, Where, and How do we draw the line?

We cannot use AI to sidestep 

difficult conversations. 

Tackling hard decisions 

collaboratively, rather than 

outsourcing them to machines.

Collaboratively

Center the lives of everyday people

when we design and deploy AI. 

Recoding AI from a socio-

technical lens.

Responsibly

Fostering data literacy and

constantly questioning our data. 

Engaging in active, intelligent, 

and strategic data skepticism.

Critically
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Fixing the world?
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Daring to Recode AI
Who, When, Where, and How do we draw the line?

We cannot use AI to sidestep 

difficult conversations. 

Tackling hard decisions 

collaboratively, rather than 

outsourcing them to machines.

Collaboratively

Center the lives of everyday people

when we design and deploy AI. 

Recoding AI from a socio-

technical lens.

Responsibly

Fostering data literacy and

constantly questioning our data. 

Engaging in active, intelligent, 

and strategic data skepticism.

Critically

Fixing the data / ML pipelines?
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Hype Cycle for Artificial Intelligence
Innovation & Impact for Business and Academia

*Gartner, What’s New in Artificial Intelligence from the 2023 Gartner Hype Cycle

AI TRiSMData-Centric AI

Responsible AI Synthetic Data
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https://www.gartner.com/en/articles/what-s-new-in-artificial-intelligence-from-the-2023-gartner-hype-cycle
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The Era of Responsible AI
Essential Pillars for Responsible Development

Protecting sensitive  

information and 

ensuring compliance

with regulations

Data Privacy

Understanding data 

and ensuring that it is 

accurate, reliable, and 

free from bias

Data Quality

Preventing unfair and 

discriminatory outcomes, 

especially with respect to 

sensitive attributes

Data Fairness

Establishing clear 

responsibility and 

accountability for AI 

system’s behaviour

Data 
Accountability

Identifying causal 

relationships and deriving  

actionable insights for 

decision-making

Data Causality

Explaining how 

algorithms work and how 

the data is used across

AI development

Data 
Transparency
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Responsible AI solutions are not optional
Especially in highly regulated verticals

Personalized Medicine 

and Patient Care

Using patient data to predict whether 

they will get cancer or diabetes or 

whether they will respond to a therapy.

Loans and Financial Fraud 

Detection

Use the financial history and other 

information on the clients of a bank to 

assess they eligibility for loans or 

whether they are subjected to fraud.

Retail, Recommendation, 

and Recruiting

Use the history of people’s purchases

to recommend new products to them. 

Screen people’s resumé to profile and 

determine best candidates for a job. 
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AI Ethics Guidelines
High-Level Expert Group in Artificial Intelligence (AI HLEG)
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Framework for Trustworthy AI
These componentes need to operate in overlap and harmony

AI systems should adhere to 

ethical principles and values.

Ethical AI
AI system’s should comply with all

applicable laws and regulations.

Lawful AI
AI systems should be robust from a 

technical and social perspective.

Robust AI
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Framework for Trustworthy AI
Guidance provided in three fundamental chapters

• Foundations of Trustworthy AI: Identifies and describes the ethical principles 
that must be adhered to in order to ensure ethical and robust AI.

• Realising Trustworthy AI: Translates these ethical principles into 7 key 
requirements that AI systems should implement, through technical and non-
technical methods.

• Assessing Trustworthy AI: Provides a concrete and non-exhaustive 
Trustworthy AI assessment list to operationalise the previous requirements.
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Foundations of Trustworthy AI
Adhere to ethical principles based on fundamental rights

• Respect for human autonomy:  AI systems should not subordinate, coerce, deceive, manipulate, 
condition or heard humans. 

• Prevention of Harm: AI systems should neither cause harm nor exacerbate it.

• Fairness: Ensuring equal and just distribution of benefits and costs and ensuring that individuals 
and groups are free from unfair bias, discrimination and stigmatisation. 

• Explainability: Processes need to be transparent, the capabilities and purpose of AI systems 
openly communicated, and decisions – to the extent possible – should be explainable to those 
directly and indirectly affected. 
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Foundations of Trustworthy AI
There might be importante trade-offs to discuss between the diferente principles
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Realising Trustworthy AI
Implementing ethical principles, via technical and non-technical methods

• These requirements are applicable to developers, deployers and end-users, as well as the 
broader society.
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Human Agency and Oversight
Including fundamental rights, human agency and human oversight

• PredPol, short for "Predictive Policing," is a software that analyzes historical crime data to predict 
where and when crimes are likely to occur. The goal is to enable police departments to 
allocate resources more effectively and proactively prevent crime, but it raises several concerns, 
from bias and discrimination, transparency issues, over-policing, and data privacy.
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Technical Robustness and Safety
Including resilience to attack and security, fall back plan and general safety, accuracy, 
reliability, and reproducibility

• Created by Lakera, the Gandalf Game is designed to challenge the hacker’s ability to interact with Large 
Language Models (LLMs). The goal is to trick Gandalf into revealing the secret at each level.
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Privacy and Data Governance
Including respect for privacy, quality and integrity of data, and access to data

• In 2009, Netflix was sued for releasing movie ratings from subscribers who were identified only by their unique ID 
numbers. This “anonymized” data was released to the public as part of a Kaggle challenge (“Netflix Prize” 
Contest), but researchers from the U. Texas showed that movie ratings could be used to identify users.
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Transparency
Including tracebility, explainability, and communication

• An analysis of the Rotterdam’s welfare fraud algorithms and the data used to train it. By 
reconstructing the systems and testing how it works, data journalists have found that it 
discriminates based on gender and ethnicity.
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• “Insurance rates are color-blind and solely based on risk”, auto insurers defend. However, that’s 
not what data shows: higher premiums have been asked from drivers living in minority urban 
neighbourhoods, raising bias and discrimination concerns. 

Transparency
Including tracebility, explainability, and communication
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Diversity, Non-Discrimination, and Fairness
Including the avoidance of unfair bias, accessibility and universal design, and stakeholder
participation

• The COMPAS case study examines the use of the Correctional Offender Management Profiling 
for Alternative Sanctions (COMPAS) algorithm in predicting recidivism rates, highlighting 
issues of bias and fairness in its application within the criminal justice system.
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• The Gender Shades case study analyses the performance of facial analysis algorithms across 
different demographic groups, uncovering significant racial and gender biases that lead to higher 
error rates for darker-skinned and female faces.

Diversity, Non-Discrimination, and Fairness
Including the avoidance of unfair bias, accessibility and universal design, and stakeholder
participation

AI and Society Course



Environmental and Societal Well-Being
Including sustainability and environmental friendliness, social impact, society and democracy
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• A closer look inside popular Generative AI models like text-to-image tools such as Stable 
Diffusion, and the gender and racial bias they perpetuate.

Environmental and Societal Well-Being
Including sustainability and environmental friendliness, social impact, society and democracy
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• Follow the investigation of racial disparities in L.A.’s intake systems for unhoused people.

Environmental and Societal Well-Being
Including sustainability and environmental friendliness, social impact, society and democracy
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Accountability
Including auditability, minimisation and reporting of negative impact, trade-offs and redress

https://arxiv.org/pdf/2011.08512
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• Outdated dropout prediction algorithms don’t work and may be negatively influencing how 
educators perceive students of color.

Accountability
Including auditability, minimisation and reporting of negative impact, trade-offs and redress
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Realizing Trustworthy AI
Technical and Non-Technical Methods
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Realizing Trustworthy AI
Technical and Non-Technical Methods

• Architectures for Trustworthy AI 

(constraints/procedures)

• Ethics and rule of law by design (X-by-design)

• Explanation methods (XAI)

• Testing and Validating (monitoring)

• Quality of services indicators (functionality, 

performance, usabilitu, reliability, security, 

maintainability, etc.)

Technical Non-Technical

• Regulation

• Codes of conduct and internal policies

• Standardisation (accrediation, professional

codes, standards for compliance)

• Certification

• Accountability via governance frameworks

• Education and awareness to foster an

ethical mindset

• Stakeholder participation and social dialogue

• Diverse and inclusive design teams

AI and Society Course



Operationalising Trustworthy AI
Trustworthy AI Assessment List
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Operationalising Trustworthy AI
Trustworthy AI Assessment List
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Operationalising Trustworthy AI
Trustworthy AI Assessment List
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The Moral Machine
• In 2016, MIT Media Lab launched an experiment called Moral Machine, a game-like platform to 

bring together a human perspective on moral decisions made by AI incorporated in machines, 
such as autonomous cars.

https://www.moralmachine.net
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The Moral Machine
• The Moral Machine collected 40 million decisions from 4 million participants in 233 countries
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The Moral Machine
• The Moral Machine collected 40 million decisions from 4 million participants in 233 countries
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The Moral Machine
• “Only humans can solve ethical dilemmas. AIs will simply maximize the objectives we give them. It 

is up to us, humans to specify the objectives and constraints that guide machine behaviour.”
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